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Resumen: work in progress 
 
Si la pornovenganza lesiona la dignidad de las personas al basarse en la distribución de imágenes 
sexuales de una persona sin su consentimiento, las tecnologías que pueden multiplicar este 
fenómeno causarán un daño aún más irreversibles a las víctimas. En sentido contrario 
tecnologías como deep learning o machine learning podrían ayudar a suprimir las prácticas de 
pornovenganza. Es un tema nuevo sobre el que la bibliografía es escasa. 

  
  
 
Summary 
If revenge porn harms people's dignity by relying on the distribution of sexual images of a person 
without their consent, technologies that can multiply this phenomenon will cause even more 
irreversible harm to the victims. On the contrary, technologies such as deep learning or machine 
learning could help to suppress the practices of revenge porn. It is a new subject on which the 
bibliography is scarce. 
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1.Introducción:el estado de la cuestión 
 
Recently, Tik Tok revealed the use of Artificial Intelligence to begin a Video Interview program. 
However, this announcement caused a widespread public distrust.1   This distrust on AI is the 
result of continued use of untested or unreliable algorithms in decision-based settings.2 More 
than once technology is not tested or not tested thoroughly before use.3 Sometimes the AI 
technology public deployment is used as testing for the technology.4 However there is an 
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opportunity for AI to improve a fundamental right: the human dignity:5 human dignity is 
inviolable. It must be respected and protected.6 This is the shortest of all rights in the European 
Union Charter of fundamental rights.7 

For Bieri, it is what makes us humans and points (…) Dignity is humanity's most prized possession. 
We experience the loss of dignity as a terrible humiliation: when we lose our dignity, we feel 
deprived of something without which life no longer seems worth living.8  Around the globe, 
individuals, nations and international institutions embrace and defend the idea embodied in the 
quotation. There are more than a few accounts of dignity. Dignity is utilized in diverse fields of 
inquiry.9  

Dignity, in International Law and in human rights documents, faces challenges imposed by the 
commercial use of the Internet of Things and Artificial Intelligence. One of those challenges is 
gender-based violence. 

Gender-based violence is one of the most denigrating and disparaging vestiges of the human 
race. Notwithstanding, gender-based violence, especially against women, has a new élan with 
the use of new electronic communication technologies (Puente, Romero & Cupeiro, 2015; Rico, 
1996) and it is something that continues to increase. 

The European Institute for Gender Equality in its book Cyberviolence against women and girls 
defined one type of gender-based cyberviolence, the so called non-consensual pornography.10 
The definition of non-consensual pornography would be the disclosure or threats of disclosure 
of sexually explicit images or videos of a person without their consent (Citron and Franks, 2014; 
Franks, 2015). Another term used in the literature of the United Kingdom, New Zealand and 
Australia is image-based sexual abuse (McGlynn & Rackley, 2017) and non-consensual 
dissemination of intimate images (Maddocks, 2018).  

It usually occurs after the dissolution of a relationship, as a way to control the victim or punish 
that ex-partner. (Burris, 2014; Stroud, 2014). Originally, the term revenge porn was used, but it 
does not recognize the sexually abusive nature of this act (Maddocks, 2018).  

Although non-consensual pornography is not a new phenomenon, in recent years it has 
increased exponentially (McGlynn and Rackley, 2017; Uhl et al., 2018). As a matter of fact, there 
are many internet websites dedicated to the pornography business that are completely focused 
on hosting and facilitating non-consensual pornography (Uhl et al., 2018).  

Studies have concluded that the victims of these acts have permanent effects on their mental 
health (Cecil, 2014; Citron and Franks 2014, Kopf, 2013). This act of non-consensual pornography 
is the nightmare of thousands of people in the world, which suffer due to the spite of their ex-
partner who, without permission, discloses images publicly.  

Most of the victims are women and other vulnerable groups, such as the LGTBQ + community 
(Vaina, 2019). Non-consensual pornography is a harsh lesson that is suffered with surprise, pain, 
and tears around the world (Rood and Schriner, 2020). No citizen around the globe is exempt 
(Musoni, 2019) from cases in which the privacy of a person is violated. Some victims have 
expressed in their legal claims that it is total denigration (Goldstein, 2020). The perpetrators, 
when carrying out these acts, have various intentions, such as: to damage the image of the 
person or the reputation of an ex-partner (and / or his current partner) or to profit from the 
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images or videos. The United Kingdom was the first country to start the legal discussion on the 
subject when men began to publish videos or photos of their former female partners on 
different pornographic portals. Later, this behaviour spread in other countries. 

In the past few years a machine learning technique has developed and perpetuated the gender 
cyberviolence.11 This is the case of deep fakes technology or the deep learning algorithms, which 
teach themselves how to solve problems when given large sets of data are used to swap faces 
in video and digital content to make realistic-looking fake media.12 Currently the technology is 
used to harass women and vulnerable communities in such a way.13  

In the other hand, the interaction of deep fake manipulated images14 and artificial intelligence 
in robots have opened a new philosophical and ethical discussion15 on robophilia.16   the 
academic literature in the subject is meager and so are their interaction with real gender 
violence.17 

Research questions proposal 

Here are two questions for thinking about, reading and widening the research which is in 
progress now:  

The development of a machine learning technique to reduce or control deep fakes revenge porn 
or image-based sexual abuse in EU Internet websites. 

Analyze the effect of robophilia in EU and its interaction with Cybergender-violence 
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